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Instructions configuring MFA (Multi Factor Authentication) for user
accounts (security).
Multi Factor Authentication (MFA) is about proving the identity of the person who is logging into the system in
combination of different factors:

1. Something you know, in this case your password
2. Something you have, in this case your mobile phone (private or business)

This manual contains the steps to install MFA on your smartphone. We advise you to reserve half an hour for this

one time registration.

Important: after configuring MFA, you have to reboot your Agrifirm laptop/desktop !
On your smartphone you also get a MFA notification if you have configured mail on your phone.
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1. Configure MFA on an Agrifirm Desktop/Laptop

After enabling MFA on your Agrifirm account it is necessary to register your account once at Microsoft.

After IT has enabled MFA for your account, you have 14 days left to complete the registration. If you do not
complete this action, you will lose access to your Office365 applications (E-mail, Teams, OneDrive etc.)

If you work on a Agrifirm Desktop/Laptop the Office application will keep working, but it is strongly recommended
to finish the MFA registration.

On your Agrifirm Desktop/Laptop you will get the message ‘More information required’ to be carried out. This will
happen for example when you start the intranet page. (https://agrifirm.sharepoint.com)
Or go to https://mfa.agrifirm.com (use HTTPS)

BY Microsoft

o.seomm@agrifirm.com

Meer informatie vereist

Uw organisatie heeft meer informatie nodig om uw
account veilig te houden

Nu overslaan (14 dagen totdat dit is vereist}
Een ander account gebruiken

Meer informatie

Volgende

You can skip this 14 times by choosing ‘Skip now’ / ‘Nu overslaan’. You get this message 1 time per day. If you
click on ‘Next’ you can complete the MFA registration.

Enter your Agrifirm user name and password.

9 agrifirm

Sign in with your organizational account

Your.Name@agrifirm.com
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B® Microsoft
o.seomm@agrifirm.com

Meer informatie vereist

Uw organisatie heeft meer informatie nodig om uw
account veilig te houden

Een ander account gebruiken

Meer informatie

Volgende
H ‘ )
Click on ‘Next
® © @ hitps://mysignins. microsoft.com/register?csrf_token=yoM_PpnaSq34bfR_ypIxsFTol e o

Keep your accou nt secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

~
o On your phone, install the Microsoft Authenticator app. Download now
-

After you install the Micrasoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app

Cancel Next

| want to set up a different method

First install the ‘Microsoft Authenticator’ app on your smartphone. You can install this via the App Store (iOS) or

Play Store (Android). Get your smartphone, go to the store and search for ‘Microsoft Authenticator’ and click on
install.

w KPNNL 7 10:41

). microsoft authenticator

@ Keyn - Login zon...
(Reciame)

Bye bye forgetting
passwords,
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After installing the app you click on ‘Next’.

B% Mysign-ins X F

« C @ httpsy/mysignins microsoft.com/register?csrf_token=ipqdW73kMA jjFdyHWEGF6heYBx7mx3LBNu4

AGRIFIRM GROUP B.V.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”

| want to set up a different method

€« C @ https//mysignins.microsoft.com/register’cs_token=ipgdWt73kMA _jiFdyHWEGFEbcYBx7 my3LBNu4LERLLxg99.. #r €

AGRIFIRM GROUP B.V.

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

bcan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator app with
your account

After you scan the QR code, choose "Next”

Can't scan image?

I want to set up a different method

Open the Microsoft ‘Authenticator’ app on your smartphone and click on the plus sign.
Choose for “Work or school account™, choose ‘OK’ (if this message appears) and scan the QR code on the
screen. (see example above), click on ‘Next’ is needed.

o/ KPNNL = 267

15:55

< Accounts

Scan QR code

WHAT KIND OF ACCOUNT ARE YOU ADDING? i
Your account provider will display a QR code

=. Personal account

=. Work or school account

Other (Google, Facebook, efs
“Authenticator” Would Like to

Access the Camera
a an QR code to

Or enter code manually
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On your smartphone you will now get a message. Click on ‘Approve’ / ‘Goedkeuren’.

¢ C @ https/mysignins.microsoft.comyregister?cs f_token=ipgdWt7 3kMA_jjFdyHWEGF6beY BX7m3LBNud... % @

= AGRIFIRM GROUP B.V.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v

| want to set up a different method

Click on ‘Next’

< C @ httpsy//imysignins.microsoft.com/register?esr_token=ipg4Wt73kMA_jjFdyHWEGFEbcYfBX7my3LBNu4... Y& @

AGRIFIRM GROUP B.V.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

Fal - "
@  Microsoft Authenticator

Click on ‘Done’

Sometimes you will get an authorization message on your Smartphone. Click on ‘Approve’ / ‘Goedkeuren’.

' KPNNL 2 15:59

Accounts

AGRIFIRM GROUP B.V. ' :
j.engelen-a@agrifirm.com =- Mlcroso&
737 174 G

‘ AGRIFIRM GROUP B.V. N
j.engelen@agrifirm.com

BB e alss Approve sign in request

Approve sign-in?

o.seommm@agrifirm.com

Q  iengemesgimecon e @& We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
Deny Approve
respond.

Having trouble? Sién in another wag

More information

5 of 20



r ] -
D: agrifirm
=® Microsoft
o.seommm@agrifirm.com
Stay sighed in?

Do this to reduce the number of times you are asked
to sign in.

| Don't show this again

No Yes

Check on ‘Don’t show this again’ and click on ‘Yes’

Configuring MFA is now finished.
To change the configuration check chapter 3.
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2. Configure MFA on a non Agrifirm Desktop/Laptop
If you do not work on an Agrifirm Desktop/Laptop, you have to browse to the following internet page:

https://mfa.agrifirm.com

If you have already configured MFA you get a security warning, you do not have to do the configuration again:

=® Microsoft

j.engelen@agrifirm.com

Approve sign in request

O We've sent a notification to your mobile device.

Please open the Microsoft Authenticator app to
respond.

Having trouble? Sign in another way

More information

On a non Agrifirm device (laptop/desktop) you login with your Agrifirm username and password.

Sign in screen Enter your Agrifirm username (e-mailadres)

=. Microsoft =. Microsoft

Sign in Sign in

Email, phone, or Skype a.moes@agrifirm.com

Mo account? Create one! Mo account? Create one!

Can't access your account? Can't access your account?

Sign-in options Sign-in options

Next

Click on ‘Next’.
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Sign in with your organizational account

Your.Name@agrifirm.com

On the next Agrifirm login page you enter your Agrifirm email address and password and click on ‘Sign in’

af Microsoft

m.tsiubb@agrifirm.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Click on ‘Next’.
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® © & https://mysignins microsoft.com/register?csrf_token=yoM_Ppnasq34bfR_ypIxsFTol see e

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app
()
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
-
| want to use a different authenticator app

| want to set up a different method

Install first the ‘Microsoft Authenticator’ app on your smartphone. Go to the App Store (iOS) or Play Store
(Android) on your smartphone. Search for ‘Microsoft Authenticator’ and click on ‘Get’

o KPNNL & 20:18

.. microsoft authenticator

Keyn - Login without...

Bye bye forgetting
passwor ds,
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Once you have installed the app click on ‘Next'.

OO & ht - @

ns microsoft.com/register

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

| want to set up a different method

Click on ‘Next’.

@ © & hitps//mysignins microsoft.com/reg|

Keep your account secure

Your organization requires you to set up the fellowing methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next”.

Ok

Can't scan image?

D: agrifirm

Open the ‘Authenticator’ app on your smartphone and click on the plus sign.

Choose ‘Work or school account’, choose ‘Accept’ (if this message occurs) and scan the QR code on the screen.

Click ‘Next’ if necessa

! KPNNL =

& Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?
=. Personal account

=. Work or school account

Other (Google, Facebook, St

“Authenticator” Would Like to
Access the Camera

w KPNNL & 15:55

{ Back Scan QR code

Your account provider will display a QR code

Or enter code manually
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B My Sign-ins %L

AGRIFIRM GROUP B.V.

Uw account veilig houden

Uw organisatie vereist dat u de volgende methoden instelt om te bewijzen wie u bent.

Microsoft Authenticator

Laten we dit eens uitproberen

v

U moet de melding die we naar uw app verzenden, goedkeuren

Vorige Volgende

Ik wil een andere methode instellen

On your smartphone you will get a popup message. Click on ‘Approve’.

15:59

Accounts

AGRIFIRM GROUP B.V. v
j.engelen-a@agrifirm.com
737174 ¢

‘ AGRIFIRM GROUP B.V. v
j.engelen@agrifirm.com
NCE 4ADA 7
Approve sign-in?

= AGRIFIRM GROUP B.V. v
j.engelen@agrifirm.com

Deny Approve

® U & https://mysignins.micrasoft.com/register?csrf_token=5PBToQevIUxbOnRy9YECRcThOJaB Teldx8sNIt e

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

Microscft Authenticator

Noftification approved

v/

| want to set up a different method

Click on ‘Next’

: agrifirm

11 of 20



: agrifirm

OO0 & https://mysignins.microsoft.com/register?csrf_token=5PBToQevIUxbOnRySYECRcThOJaB TeLdx8sNIt oo

Keep your account secure

Your arganization requires you to set up the following methaods of proving who you are,

Success!

Great job! You have successfully set up your security info. Choose “Dane” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

~
@ Microsoft Authenticator

Click on ‘Done’

BT Microsoft
m.tsiubb@agrifirm.com
Stay signed in?

Do this to reduce the number of times you are asked
to signin.

{Qﬂ Don't show this again

No Yes

Check on ‘Don’t show this again’ and click on ‘Yes’

Configuring MFA is now finished.
To change the configuration check chapter 3.
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3. Change the verification method.

The standard advised verification method is with the authenticator app on your smartphone. If you want to change
this you can browse to: https://mfa.agrifirm.com

Choose your account or enter your Agrifirm email address.

BY Microsoft

Pick an account

—l_ Use another account

Or with your Agrifirm email address and password:

v . pe
BB Microsoft ‘q agrlf’rm
Sign in

m.tsiubb @agriﬂrm.ccml

Sign in with your organizational account
No account? Create one!

Can't access your account? m.tsiubb@agrifirm.com

Signh-in options ‘ --ooooo-|

You get a message on your smartphone to continue. Click on ‘Approve’ / ‘Goedkeuren’ on your smartphone.

&1 Microsoft B® Microsoft

m.tsiubb@agrifirm.com m.tsiubb@agrifirm.com

AppI’OVE sign in request Stay Signed in?

@ We've sent a notification to your mobile device. i .
Please open the Microsoft Authenticator app to Do this to reduce the number of times you are asked
respond. to sign in.

Having trouble? 5'@11’\ |n athhe’r way . .
~| Don't show this again

More information

You will now enter the page ‘Security info’. You can change how you want to login at Agrifirm in a secure way.
You can choose multiple options. If you have a smartphone, the recommended way is to keep using the Mobile
app, which you have configured earlier at chapter 1 or 2. You can change your choice at any time.

13 of 20


https://mfa.agrifirm.com/

’ [ ] -
: agrifirm

L Overview

Security info

% Security info These are the methods you use to sign into your account or reset your password.

B4 Organizations Default sign-in method: Microsoft Authenticator - notification Change

L1 Devices -+ Add method

& Privacy @  Microsoft Authenticator iPhone gD Delete

Click on the plus sign ‘Add method’ to change the mobile number or a ‘fixed’ phone number.
This can also be a private (mobile) phone number.

To get an SMS or receive a phone call, choose ‘Phone’

My Sign-Ins

X v Security info

5 Security info These are the methods you use to sign into your account or reset your password.

E=3 Organizations Default sign-in method: Microsoft Authenticator - notification Change
ELl Devices

~+ Add method Add 5 iethisd
& Privacy

©  Microsoft Authentic:
Which method would you like to add?

Authenticator app L

Authenticator app
Phone

Alternate phone

Change the country and add your number as mentioned below and choose ‘Next'.

My Sign-Ins

£ Overview o 5
Security info
& Security info These are the methods yg == =t e el
E=3 Organizations Default sign-in method: Phone
Ll Devices You can prove who you are by answering a call on your phone or
+ Add method texting a code to your phone,
5 Privacy &  Microsoft Authentici What phone number would you like to use?

Netherlands (+31) ~ 612345678

@ Text me a code

O Call me

Message and data rates may apply.

14 of 20



My Sign-Ins

2, overview
|Pf Security info
E=3 Organizations
1 Devices

5 Privacy

Security info

: agrifirm

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator

+ Add method

6 Microsoft Authentice

notification Change

Phone

We just sent a 6 digit code to +31 6554l Enter the code below.

Enter code

Resend code

Back Next

Enter the received SMS code and click on ‘Next’

My Sign-Ins

8 Overview
2 Security info
£ Organizations
£l Devices

& Privacy

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator

-+ Add method

% Phone

@  Microsoft Authentici

notification Change

Phone

° SMS verified. Your phone was registered successfully

Click on ‘Done’, from now you will receive SMS messages for your MFA access code.

After adding this, you will have more possibilities. Click on ’'Change’ and the dropdown arrow. You can change the
setting also to receive a phone call. Choose ‘Phone — call +'your number’)

My Sign-Ins

2 overview
s Security info
B9 Organizations
£l Devices

E| Privacy

Security info

Default sign-in method: Microsoft Authenticator

—+ Add method

QD Phone

6 Microsoft Authentic:

These are the methods you use to sign into your account or reset your password.

notification' Change

Change default methad

Which method would you like to use to sign in?

Microsoft Authenticator - notification

Phone - call +31 655-
m
Phone - text +31 655D

Microsoft Authenticator - notification

Authenticator app or hardware token - code
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You can add a fixed phone number as well in the same way you have done above if you prefer that. Once you
have done that another options will be added if you click on ‘Change’.

In the Security info you can also change or delete your phone number. See picture below:
My Sign-Ins

£, overview . .
Security info
‘ 2 Security info These are the methods you use to sign into your account or reset your password.

E=3 Organizations Default sign-in method: Microsoft Authenticator - notification Change

1 Devices - Add method
& Privacy % Phone +31 655716704 Change Delete
@  Microsoft Authenticator iPhone_Alco Moes Delete
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4. iPhone MFA message.

After configuring MFA via your laptop/desktop you get a message on your iPhone that your
password needs to be entered. This will also happen at the time you change your Agrifirm
password.

1 Choose ‘Passwords & Accounts’ 2 Click on the ‘Agrifirm profile name’.
ol KPNNL 4G .- 08:08 < 96% =m 4 Mail ul 4G 08:08  96% Wl
Wijzig £ Wachtwoorden en accounts

Postbussen
n Wachtwoorden [ ]

& [

Vul automatisch in
£ Agrifirm Office365 4
£ - ACCOUNTS

w hetwach rd in 5 ‘*}I]f:lﬂ‘. Berichten, Notities en nog 4...

voor de Exchange-account
% 'a.moes@agrifirm.com’ Agrifirm Office365

Mail, Contacten, Agenda's, Herinneringen, Notities

= Annuleer 1

Mail, Contacten, Agenda's, Herinneringen, Notities
AGRI Wijzig instellingen 4 P

Mail
= ‘

Nieuwe account

Nieuwe gegevens Push

Zoeken naar e-mail... B

3 Choose ‘Enter your password again’ 4 Choose ‘Work or school account’

« Mail ul 4G 08:08 < 96% W

< Vorige  Agrifirm Office365 iSMagagiac 08:08 A

Annuleer @ login.microsoftonlii 2A ¢,

Account niet gecontroleerd .
3 B® Microsoft

Dit e-mailadres wordt met meerdere
B . Microsoft-accounts gebruikt. Welk account
Voer wachtwoord ophieuw in ) h
wilt u gebruiken?

Werk- of schoolaccount
EXCHANGE Door uw IT-afdeling gemaakt
a.moes@agrifirm.com

Account a.moes@agrifirm.com > | ]
Persoonlijk account
R Door u gemaakt
a.moes@agrifirm.com
Mail
Wilt u dit niet meer zien? Wijzig de naam van uw
Contacten persoonlijke Microsoft-account.
) Aanmelden met een ander account
Agenda's
. . Vorige
Herinneringen
Notities
Synchr e-mail 1 maand Gebruiksvoorwaarden  Privacy en cookies
- EE

0 ®
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5 Enter your Agrifirm login credentials 6 Approve the ‘Authenticator’ message.

< Mail il 46 08:09 5 96% )
Annuleer @ adfs.agrifirm.com A ) aurrenTicaTor =
: U hebt een aanmeldingsverificatieverzoek
ontvangen.

&% Microsott

' ifirm.com
Lq agrifirm

Aanmeldingsaanvraag
goedkeuren
Er is een melding verzonden naar uw

mobiele apparaat. Open de app
Microsoft Authenticator om te reageren.

Aanmelden met uw organisatieaccount

[a'm“@ag”“"“'wm Hebt u problemen? Meld u op een andere manier

dan

Wachtwoord

Aanmelden

2013 Microsolt  Ceres  Disclaimar  Help
Gebruiksvoorwaarden Privacy en cookies

< M ® < M ©)

7 ‘Approve’ after that choose ‘Settings’ 8 Choose ‘Continue’

< Instellingen wl' 4G 08:09

all KPN NL 4G 08:10 ¥ 96% .

= Accounts Annuleer @ login.microsoftonlit nA

=X v
Y B® Microsoft
794 356 @ a.moes@agrifirm.com

AGRIFIRM GROUP B.V. v Probeert u aan te melden bij
Q a.moes@agrifirm.com iOS Accounts?

Ga alleen door als u de app hebt gedownload

Moet de aanmelding via een store of website die u vertrouwt.

worden goedgekeurd?

AGRIFIRM GROUP B.V. N2

a.moes@agrifirm.com Annuleren Doorgaan

Weigeren Goedkeuren
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{ vorige  Agrifirm Office365

EXCHANGE

Account a.moes@agrifirm.com

Maif D
. Contacten KD
T Agenda's fD

D: agrifirm

If it went well, the message ‘Account not validated’ should be disappeard and the message is
gone. You can close the ‘Settings’ now. No message will apear anymore, till you change your

password again.
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5. Frequently asked questions (FAQ).

On my computer or smartphone the pictures from the manual look different:
Pictures can look different. Every operating system from your computer or smartphone can have a different view.
The steps to execute should be the same in general.

After approval in the last verification step, the page is not displayed:
When you answer the phone call or push message to late, the login will stop. Wait for a short moment because
you will receive a new message shortly to confirm your login.

I do not get push messages on my smartphone?
I can be possible that push notifications are disabled. On most smartphones, you can enable this within the
settings of the application. Go on your smartphone to settings>notifications>authenticator>allow notifications

Do | pay for phone verification and or push messages?
There are no costs being charged for messages using MFA. There may be a charge for phone calls by your own
provider.

| forgot my smartphone.

On your Agrifirm laptop/desktop you do not need MFA. For the use of Webmail, Microsoft Portal, from another
device you will need your smartphone. Without smartphone verification it is not possible to work on a non Agrifirm
device. Turning it of is not an option.

My smartphone is broken.

On your Agrifirm laptop/desktop you do not need MFA. For . For the use of Webmail, Microsoft Portal, from
another device you will need your smartphone. Without smartphone verification it is not possible to work on a non
Agrifirm device. If you have any problems, you can contact the Agrifirm Servicedesk.

I do receive MFA message working on my Agrifirm Laptop.
On your Agrifirm laptop a VPN connection is being established. Before it is connected, an application like Teams
can already try to connect . This results in a MFA message. You can simply approve this message and continue.

More information or other questions?

If you have any questions after reading this manual, you can contact the IT Servicedesk via
servicedesk@agrifirm.com or by phone +31 (0)88 488 2500. The T Servicedesk is opened from Monday till Friday
from 07.30 — 17.00 uur (CET).
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